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. Intercepting RDP
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for Sniffing

. Evasive
Techniques
Evasive
Techniques
Example
Evading With
Encrypted Tunnel

. Newer Firewall
Capabilities
New Age
Protection

. Bastion Host

. SpySnare

http://www.learnkey.com/cptengineer_series Outline (10 of 13)09/06/2010 3:35:22 PM

« Vistumbler Demo
Kismet

. OmniPeek
Personal
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Personal Demo
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. Aircrack

. Attacking WEP

. Attacking WPA
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Intrusion Prevention

Section E: Wireless
Technologies

. Wireless Standards
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Service Set
Identifier

Wired Equivalent
Privacy

. Weak IV Packets
. XOR Basics

Penetration Vulnerabilities Uncovered Course

WEP Weaknesses
WPA
Improvements
TKIP

MIC Vulnerability
802.11i - WPA2
Connecting to a
Wireless Network
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Section A:
Vulnerability
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Network Service
Vulnerabilities
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Vulnerabilities
When to Apply
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. Executable
Wrappers

. eLiTeWrap

. Verify the Wrap

. Zenmap Scan

. Troubleshooting

. Fport

. Delivery
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Restorator
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. Infectious CD-
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. Trojan Horses
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Horses
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. Retina Gargoyle
QualysGuard Investigator
GFI LANguard . Spy Sweeper
. Tool Comparisons . Port Monitoring
. Microsoft Security Software
Assessment Tool . File Protection
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Vulnerability . Windows
Patch Management Software
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Section C: (P:glrlr?Le;ny
Vulnerability Surveillance
Assessments at Work Software
Hardware-Based
. Using Nessus Detectors

. Nessus 4 .
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Policies
Nessus Options
Credentials
. Plugin Selection
. Network/Advanced .
Scans/Results
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Pivot an Attack

. Additional Netcat

. Results Continued Uses

. Other Reporting . Banner Grabbing
Templates/Files DCOM Exploit

. Exporting Reports . Uploading a File

. SAINT Functions . Testing the
Sessions Connection

. Scanning . Transferring Files

. Data: Report/ via Netcat
Analysis . Verifying the
Produce Full Transfer
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. SAINT Options
GFI LANguard
Basics

. Deploying Updates

. NULL Session

Section D: Malware
and Its Many Uses

Malware
Distribution

. Malware
Capabilities

. Auto Starting
Malware

. Countermeasures
HijackThis

. Netcat

. Generic Hash
Demo
Netcat as a
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Listener
. Netcat Demo
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