
 
 
 

CISSP: Physical Security 

CISSP: Physical 
Security  
1 Session – 
3 Hours of Interactive Training 

Physical Security is one of 10 domains 
comprising the Certified Information 
Systems Security Professional (CISSP) 
Common Body of Knowledge (CBK). In 
this CISSP certification prep course from 
LearnKey, expert instructor Michael 
Solomon reviews common threats, 
security controls, facility requirements and 
environmental issues. At the conclusion of 
this course, you will be familiar with the 
issues and concepts of the Physical 
Security domain required to pass the 
CISSP exam. 

Also Available: 
· Test Prep 

About The Author

Michael Solomon, CISSP, TICSA, is 
a security consultant and trainer. Since 
1987 he has worked with more than 60 
organizations including Earthlink, Nike, 
Lucent Technologies, BellSouth, and 
UPS. Solomon holds Computer Science 
from Emory University (1998), and has 
contributed to or co-authored information 
security certification study guides for Que, 
Sybex and other publishers.  
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Section A: Physical Security Threats
· Overview
· Threats 1 - 5
· Threats 6 - 9
· Threats 10 - 12

Section B: Facility Requirements
· Security Policy
· Critical Path Analysis
· Access Controls

Section C: Physical Security Controls
· Administrative Controls
· Fences/Gates
· Lighting
· Security Guards/Dogs
· Keys/Badges
· Detective Controls/CCTV
· Restriction/Escorts
· Technical Controls

Section D: Environmental Issues
· Power
· HVAC
· Water Leakage/Flooding
· Fire Detection/Suppress
· Natural Disasters

Section E: Physical Security
· Fire Safety
· Physical Access Control
· Administrative Controls
· Employee Training
· Egress Safety
· Detective Controls 




