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Business Continuity Planning & Disaster 
Recovery Planning is one of 10 domains 
comprising the Certified Information 
Systems Security Professional (CISSP) 
Common Body of Knowledge (CBK). In 
this CISSP certification prep course from 
LearnKey, expert instructor Michael 
Solomon covers preliminary activities 
including defining project scope and 
conducting the Business Impact Analysis 
(BIA), as well as the planning process, 
plan implementation and testing. At the 
conclusion of this course, you will be 
familiar with the issues and concepts of 
the Business Continuity Planning & 
Disaster Recovery Planning domain 
required to pass the CISSP exam. 

Also Available: 
· Test Prep 

About The Author

Michael Solomon, CISSP, TICSA, is 
a security consultant and trainer. Since 
1987 he has worked with more than 60 
organizations including Earthlink, Nike, 
Lucent Technologies, BellSouth, and 
UPS. Solomon holds Computer Science 
from Emory University (1998), and has 
contributed to or co-authored information 
security certification study guides for Que, 
Sybex and other publishers.  
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Session 1

Section A: BCP Project Scope
· Industry and Professional Standards
· Legislative Compliance
· Overview
· Organization Analysis
· Planning Team
· Resource Requirements
· Legal Requirements

Section B: Business Impact Analysis
· Overview
· Interruption
· Resource Prioritization
· Continuity Strategy
· BCP Approval

Section C: DRP Planning and Recovery
· Overview
· Identification
· Crisis Management
· Recovery
· Data Center Alternatives
· More Alternatives
· Processing Agreement

Section D: Recovery Plan
· Emergency Response
· Data Backup
· Backup Types
· Off-site Storage
· Utilities
· Logistics
· Emergency Services

Section E: Recovery Plan Implementation
· Overview
· Training
· Checklist Test
· Structured Walk-through
· Simulation Test
· Parallel Test
· Full-interruption Test 




